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Introduction 
 

Paysafe Embedded Card Payments. Swift and secure card payments embedded on 

your website checkout. 

 

Paysafe's Embedded Card Payments app is a customizable payment form solution that embeds directly 

into your website to create a streamlined checkout to match your website design, offering a swift and 

frictionless customer experience. 

 

• Global coverage, transact worldwide and grow your business 

• Quick and easy sign-up for a merchant account 

• Fully PCI compliant checkout solution, built-in fraud protection 

• Full and partial refunds 
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Installing and Configuring Extension 
 

1. Log into your Shopify Account (if not already logged in) using your username and password.  

2. Once logged in, click here to access “Paysafe Embedded Card Payments” app. 

3. Click the 'Install' button to begin the app installation process. If you manage multiple stores, 

please select the store where you wish to install the Paysafe Embedded Card Payments app.  

 

  

https://apps.shopify.com/paysafe-embedded-card-payments
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4. Upon redirection, you will reach the merchant account configuration screen.  

5. Enter your Merchant Id (PMLE ID) and Private API key (Secret Key). Paysafe provides these 

credentials upon successful signup and creation of your Private API key via Paysafe Optic Portal.  

a. Log in to the Paysafe Optic Portal using the link in the Welcome email you received after 

successfully signing up and activating your account Login to Paysafe (link provided in the 

Welcome email upon successful signup and account activation),  

b. Navigate to "Developer" > "API KEY" to find your Merchant Id/PMLE ID (highlighted as “1” 

in the image below) and Private/Secret API key (need to authenticate to view secret key, 

highlighted as “2” in the image below)  

c. Use the "copy" button (in the second image below) to ensure the Private API key is copied 

properly  

d. If you are using Netbanx instead of the Optic Portal, the procedure is very similar. You can 

find your keys under Settings→API keys.  

i. The Merchant ID (PMLE) number is part of the API username, located after the 

minus (-) sign in the API username (as shown in the third image below, marked 

as 1). Copy it correctly and paste it into the MERCHANT ID field.  

ii. Copy the API key using the copy key button (as shown in the third image below, 

marked as 2) and paste it into the PRIVATE API KEY field.  

iii. Note: Each time you create or update an API key, a security token will be sent to 

your email, which you’ll need to enter. 

6. Click “Verify Account” (in the fourth image below) 
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Note: Make sure the password string is copied properly. Expected format of API key is 

“username:password”, for example: 

pmle-339612:B-p1-0-671ac2c6-0-302c021415b4dd1a62a05302be43a17b75de0e5263483f5f021417a 

7. After successfully verifying your account, the Currency and Payment Methods sections will 

appear. Select the currency that matches your Shopify store's currency.  

8. Note: If you have multiple accounts (FMAs) for a specific payment method and selected currency, 

you can choose the correct one (that you plan to use for transaction processing), as shown in the 

image on the following page. 

9. Once you have finished configuring your Paysafe account, click Submit, and the system will 

redirect you back to the Shopify Payments settings page. 
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10. Click "Activate" to initiate processing with Paysafe. 

Note: “Test mode” has to be disabled in order to process live card payments. 
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11. To simulate test orders and payments, toggle "Test Mode" and activate the app.  
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12. If you want to return later to adjust the extension settings and payment methods, select More 

actions→Manage, as shown in the image below. 
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Testing Instructions: Payment testing in test mode  
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To test various transaction outcomes, we have adopted a transaction amount-based approach. This may 

require your products to be priced accordingly in your store to effectively simulate different results.  

Note: currency does not affect the outcome, only the amount. 

 

Payment response/outcome mapping:  

#  Order / Transaction Amount  Simulated Outcome response  

1  0 – 199.99  Order Rejected 

2  200 +  Order Accepted  



 PAYSAFE EMBEDDED CARD PAYMENTS: SHOPIFY 
MERCHANT ACCOUNT CONFIGURATION GUIDE 

 

 
•  •  •  •  

 

Void authorization response/outcome mapping:  

#  Order / Transaction Amount  Simulated Outcome response  

1  300 – 399.99  Void Authorization Rejected 

2  All other amounts  Void Authorization Accepted 

Capture response/outcome mapping:  

#  Order / Transaction Amount  Simulated Outcome response  

1  300 – 399.99  Capture Rejected 

2  All other amounts  Capture Accepted 

Refund response/outcome mapping:  

#  Order / Transaction Amount  Simulated Outcome response  

1  200 – 299.99  Refund Rejected 

2  All other amounts  Refund Accepted 

 

Test Cards  

Important: Please use only Test Cards for testing (no real cards should be used) in Test Mode.  

To test a purchase with 3DS Secure (3DS2), you can utilize one of: 

Card  PAN  Expiry Date  CVV  

Visa  4000000000001091  any date in future  any three digits  

Mastercard  5200000000001096  any date in future  any three digits  

Users will be prompted to enter a One-Time Passcode (OTP) (received via email or SMS) to authorize 

a 3DSecure transaction. In Test Mode, you can use the One-Time Passcode: 1234 to authorize a 

3DS2 transaction.  

 

Note: Remember to turn off “Test Mode” after completing your testing.  

 

Congratulations! You have successfully activated the "Paysafe Embedded Card Payments” 

App. 

 

Note: If you need to enable 3DSecure (3DS) for your checkout in Production, contact our support 

team as this service incurs an additional fee. 



 PAYSAFE EMBEDDED CARD PAYMENTS: SHOPIFY 
MERCHANT ACCOUNT CONFIGURATION GUIDE 

 

 
•  •  •  •  

 

Step-by-Step Guide 
The following scenarios demonstrate different ways merchants can use the Paysafe Embedded Card 

Payments app. 

 

Scenario 1: One-off Card Payment with Auth and Settlement 

This is a typical scenario merchants may use to provide immediate delivery of the order without 

delayed payment capture. 

1. Set Payment Action: 

• On the Settings→Payments page, ensure that the selected Payment Capture Method 

is "Automatically at checkout". 

2. Visit the Store: 

• In the Shopify admin, use the “Visit your online store” icon/shortcut on the “Online Store” 

sales channel. 

3. Add Item to Cart: 

• In the store, add an item to the cart, proceed to the cart, and click "Check out". 

4. Check for Paysafe Credit Card Payment Method: 

• On the Shopify Checkout page, the Credit card payment method should appear. 

• If you don’t see it, verify that the extension is enabled, Test Flag is active, and other settings 

are configured correctly. 

5. Make a Payment: 

• Paste the (test) card number, enter any Cardholder Name, an expiration date that is still valid, 

and any CVV 

• Click "Pay now to complete the payment. 

• After successful payment, the customer is redirected to the success payment screen. 
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Scenario 2: Card Payment with Authorization Only 

This is a typical scenario where the merchant obtains authorization for an initial purchase amount and 

captures payment at a later stage, for example, after the order is fulfilled. 

1. Set Payment Action: 

• On the Settings→Payments page, ensure that the selected Payment Capture Method 

is "Manually". 

2. Visit the Store: 

• In the Shopify admin, use the “Visit your online store” icon/shortcut on the “Online Store” sales 

channel. 

3. Add Item to Cart: 

• In the store, add an item to the cart, proceed to the cart, and click "Check out". 

4. Check for Paysafe Credit Card Payment Method: 

• On the Shopify Checkout page, the Credit card payment method should appear. 

• If you don’t see it, verify that the extension is enabled, Test Flag is active, and other settings 

are configured correctly. 

5. Make a Payment: 

• Paste the test card number, enter any Cardholder Name, an expiration date that is still valid, 

and any CVV. 

• Click "Pay now" to complete the payment. 

6. Review Order Status: 

• After a successful transaction, visit the Shopify Orders page and open the order you just 

created. 

• The order should have a status of "Authorized", indicating that the payment is not captured 

and only the payment authorization has been completed. 
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Scenario 3: Canceling an Order with Authorized Payment (Void) 

This scenario demonstrates how to cancel an order with an authorized payment, resulting in a Void 

transaction. 

Note: As stated in “Testing Instructions: Payment testing in test mode”, when in test mode, voiding 

amounts between 300 and 399.99 will be unsuccessful. Voiding other amounts will be successful. 

1. Create a New Order: 

• Follow the steps in Scenario 2 to create a new order with an authorized payment. 

2. Access the Created Order: 

• Open the created order, which should be in the "Authorized" status. 

3. Cancel the Order: 

• Select More Actions→Cancel order 

• Since the payment is only authorized, the extension will automatically create a Void 

transaction and update the payment status to "Voided". 

4. Verify Void Transaction: 

• Check the Timeline section of the order. There should be a message confirming the 

successful cancellation of the authorization (Voided). 
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Scenario 4: Refunding an Order (Refund) 

This scenario demonstrates how to refund an order after the settlement has been processed. 

Note: As stated in “Testing Instructions: Payment testing in test mode”, when in test mode, refunding 

amounts between 200 and 299.99 will be unsuccessful. Refunding other amounts will be successful. 

1. Create a New Order: 

• Follow the steps in Scenario 1 to create a new order with authorization and settlement. 

• Wait for some time until the settlement is processed. This usually happens overnight, so it’s 

best to continue the test the following day. 

2. Access the Created Order: 

• Open the created order, which should now be in the "Paid" status. 

• Click the Refund button. 

3. Perform the Refund: 

• Enter a partial or full payment amount. 

• Then, click “Refund” button. 

4. Verify Refund: 

• Since the payment is settled, the extension will automatically create a Refund transaction and 

update the order status to "Refunded". 

• Check the Order Notes (Timeline) section of the order for a message confirming the 

successful refund. 

5. Partial Refunds: 

• If you issued a partial refund, it’s possible to refund the order in multiple steps, as long as the 

refund amount is equal or less than the remaining amount available for refund. 
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Scenario 5: Capture Payment for an Order with Authorized Payment 

This scenario demonstrates how to capture payment for an order where the payment was authorized 

but not yet settled. 

Note: As stated in “Testing Instructions: Payment testing in test mode”, when in test mode, capturing 

amounts between 300 and 399.99 will be unsuccessful. Capturing other amounts will be successful. 

1. Create a New Order: 

• Follow the steps in Scenario 2 to create a new order with an authorized payment. 

2. Access the Created Order: 

• Open the order you just created, which should be in the "Authorized" status. 

3. Capture the Payment: 

• Click the "Capture payment"  

• Enter the amount you want to capture 

4. Partial capture:  

• If you enter a capture mount less than previously authorized amount, the payment status will 

change to "Partially paid".  

• It is not possible to do an additional capture later. In such case, any additional capture must 

be done via your merchant portal.  

5. Verify Settlement: 

• In this case, since the payment was only authorized, the extension will automatically create 

a Settlement transaction and update the order status to "Processing". 

• Check the Order Notes (Timeline) section of the order for a message confirming the 

successful settlement. 


